
Chapter 

Ethical Hazards of Large 
Language Models in Primary Care: 
A Clinician-Focused Update
Michelle Lu, Justin J. Gillette and Thomas F. Heston

Abstract

Large Language Models (LLMs) are transforming clinical workflows in primary care 
through capabilities like diagnostic support, clinical documentation, and simulated 
empathetic engagement. Yet, these advancements bring underappreciated ethical 
hazards that directly impact front-line physicians. Unlike general discussions of AI 
ethics, this chapter focuses on dilemmas arising with the use of LLMs in real-world 
primary care: questions of liability when LLM suggestions influence clinical decisions; 
risks to confidentiality when LLMs interact with protected health information; 
cognitive offloading that may erode diagnostic skills; disruptions in patient trust when 
LLMs simulate empathy; and the growing reality of patients turning to generative 
models as informal therapists. As LLMs are embedded into electronic medical records 
and clinical apps, physicians must become active ethical agents in how these tools are 
used. These challenges arise in contexts where regulatory frameworks lag behind 
technological deployment, placing responsibility squarely on individual clinicians to 
navigate uncertain ethical terrain. Drawing on current literature and real-world clinical 
challenges, this chapter proposes a clinician-focused ethical framework to guide the 
responsible use of LLMs in primary care. This framework addresses both immediate 
practical concerns—such as informed consent for LLM-assisted care and appropriate 
documentation of AI involvement—and longer-term questions about professional 
identity and diagnostic autonomy in an AI-augmented practice environment. The goal 
is not to demonize these powerful tools but to equip physicians with the necessary 
conceptual tools, awareness, and decision-making strategies for safe and ethical 
integration. Ultimately, the foundation of primary care—human judgment, presence, 
and trust—must remain at the center of clinical decision-making, even in an era 
augmented by LLMs.

Keywords: Artificial Intelligence, large language models, primary care ethics, 
clinical decision-making, Generative AI, confidentiality, empathy

1. Introduction

Large language models (LLMs), such as ChatGPT, represent a recent paradigm 
shift in clinical informatics, with immediate and far-reaching implications for the 
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practice of primary care. These generative models operate by leveraging 
transformer-based neural network architectures, trained on extensive medical and 
general-domain corpora, enabling outputs that resemble human reasoning and 
dialog [1]. In the primary care setting, characterized by longitudinal relationships, 
diagnostic ambiguity, and high cognitive load, LLMs are already being embedded in 
tools for documentation automation, differential diagnosis support, prior 
authorization, and patient communication interfaces.

Despite these utilities, the ethical hazards introduced by LLM deployment are 
underappreciated by clinicians and underrepresented in guidelines. Unlike 
algorithmic tools that are rule-based or supervised, LLMs operate in stochastic and 
opaque ways, with outputs influenced by training biases, prompt phrasing, and 
model-specific heuristics. In this sense, they blur traditional ethical boundaries: 
authorship becomes ambiguous, accountability is diffused, and the illusion of 
understanding may obscure diagnostic uncertainty [2, 3].

Furthermore, their integration into real-time clinical workflows introduces 
tensions specific to primary care. These include liability ambiguity when clinical 
actions are influenced by LLM-generated text, erosion of patient trust when 
empathy is simulated, confidentiality risks arising from model-data interaction, and 
the potential atrophy of clinical reasoning due to cognitive offloading. For example, 
recent studies indicate that patients are already using generative models as informal 
therapists, prompting complex medico-ethical considerations about the scope of 
practice, consent, and monitoring [4, 5].

This chapter examines these ethical fault lines from the standpoint of the 
practicing primary care physician. It does not offer a general LLM ethics theory, nor 
does it advocate for or against the use of LLMs per se. Instead, it identifies five 
concrete domains where dilemmas arise at the interface of LLMs and clinical 
reasoning: liability and clinical judgment, confidentiality and trust, erosion of 
clinical thinking, the physician-patient relationship, and patients’ use of LLMs as 
informal therapists. For each domain, we provide a pragmatic ethical framework for 
physicians confronted with LLM-integrated tools. The aim is to reinforce the 
clinician’s role as a moral agent, not merely a user, who must evaluate, interpret, and 
sometimes resist technological interventions. As LLMs become fixtures of the clinical 
landscape, the ethical center of gravity must remain rooted in human judgment, 
professional accountability, and the physician-patient relationship.

2. Liability and clinical judgment

“If I Follow the LLM and Get Sued, Who Pays?”

The use of LLMs in clinical reasoning presents a profound ethical and legal 
inflection point for primary care. At the heart of this transformation arises a novel 
ethical dilemma: the diffusion of accountability. Historically, medical liability has 
been grounded in a clinician’s autonomous judgment, informed by best practices, 
clinical training, and professional discretion. However, when a physician acts based 
on LLM-generated suggestions – particularly from a generative model that offers 
probabilistic rather than deterministic guidance – the lines of responsibility become 
blurred [6]. LLMs do not possess agency, yet their outputs may materially 
influence decision-making in diagnosis, prescribing, and triage. This further 
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demonstrates the profound influence of LLMs in primary care, but one whose 
accountability remains unassigned.

Unlike traditional clinical decision support systems, which follow transparent if- 
then logic, LLMs produce outputs based on statistical associations derived from 
opaque training data [7]. Thus, even when an LLM generates a plausible diagnostic 
or therapeutic recommendation, its underlying rationale cannot be reliably 
interrogated or reproduced in clinical practice [8]. Consequently, physicians remain 
fully liable for medical harm – even when decisions are materially shaped by 
algorithmic suggestions whose basis cannot be interrogated. This leads to liability 
asymmetry: the model may substantially inform a clinical decision, yet the legal 
burden of error and ethical accountability remains exclusively on the clinician. 
Furthermore, commercial LLM providers often explicitly disclaim medical 
responsibility in their terms of service, reinforcing that physicians bear full legal 
exposure – even when model outputs are directly integrated into electronic health 
record (EHR) interfaces or clinical workflows [9–11]. While regulatory bodies and 
professional organizations are beginning to develop LLM-specific guidance for 
healthcare settings, these frameworks remain nascent and have not yet resolved the 
fundamental question of liability distribution when LLMs materially influence 
clinical decisions.

Compounding this legal uncertainty is implicit delegation. LLMs generate highly 
fluent and confident-sounding text, masking significant errors, biases, or omissions 
rooted in training data skew [11]. In such settings, clinicians may unconsciously 
defer to LLM suggestions, even if they conflict with their clinical judgment and 
intuition [9, 12].

This dynamic is particularly hazardous in high-stakes scenarios such as chest pain 
triage, antibiotic stewardship, or prescribing in polypharmacy contexts. A physician 
who defers to an LLM-generated differential diagnosis may do so without 
recognizing the hidden assumptions embedded in the model’s output. This risk is 
heightened under time constraints and cognitive overload [13]. If harm ensues, 
standard malpractice frameworks may not adequately capture the contributory role 
of the LLM, and existing tort law offers little clarity on LLM-influenced 
negligence [13].

Therefore, clinicians must retain active interpretive control over LLM-generated 
content. The impacts of generative AI in primary care are profound, but without 
institutional safeguards, legal reform, and ethical clarity, its integration can obscure 
medical responsibility [14, 15]. Ethical integration requires that outputs be treated as 
unvalidated suggestions – not surrogate reasoning. Embedding LLMs into clinical 
workflows without concurrent safeguards for accountability risks not only legal 
liability but also professional disempowerment [12, 14]. The clinician must remain 
the ultimate interpreter of clinical truth, regardless of whether that truth originates 
from human reasoning or LLM-generated algorithmic synthesis.

3. Confidentiality and trust

“Can I Trust the LLM with My Patient’s Secrets?”

Primary care is grounded in trust, with confidentiality serving as a cornerstone of 
the physician-patient relationship. The integration of LLMs into clinical 
environments raises serious ethical concerns about the security of sensitive health 
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data [16]. Unlike traditional software tools, LLMs operate in ways that make it 
difficult to guarantee data boundaries. Model outputs may reflect, store, or infer 
protected health information (PHI) in ways that are not transparent to the end 
user [16].

Current implementations of LLMs in healthcare often rely on cloud-based APIs 
managed by third-party vendors. When clinicians input identifiable or clinically 
sensitive information into these systems – whether for documentation, 
summarization, or patient communication – the data traverses insecure external 
networks to external servers for processing. Although many vendors claim to 
anonymize or secure this information, recent disclosures reveal that LLMs can retain 
and inadvertently regurgitate data fragments from previous inputs, including 
personal identifiers, posing significant risks to confidentiality [17, 18].

This technical vulnerability is compounded by regulatory ambiguity. In the 
United States, HIPAA compliance frameworks were established before the advent of 
the LLM era. Questions remain about whether LLMs operated by non-covered 
entities qualify as business associates, and whether their training, fine-tuning, or 
caching mechanisms are compatible with existing privacy mandates [16, 19]. 
Furthermore, when patients independently use public-facing LLMs for health 
queries, those interactions fall entirely outside HIPAA protections and, thus, beyond 
the reach of clinical oversight or informed consent.

Trust erosion is not only a legal issue but also a relational one. Patients may 
reasonably question whether LLM-augmented clinical notes or chatbot interactions 
compromise their privacy. Studies reveal that patient trust in LLM-mediated care 
declines when clinicians are unable or unwilling to explain how their data is used, 
stored, or potentially leveraged for model training [20, 21]. A clinician who cannot 
confidently explain where a patient’s data goes or how it might be used undermines 
the fiduciary basis of care [20]. In primary care settings, where longitudinal 
relationships and trust hinge on disclosure, perceived breaches or data misuse may 
cause lasting harm and have durable effects [21].

Thus, any implementation of LLMs in clinical workflows must be accompanied 
by explicit data governance protocols. These should include limits on identifiable 
input, strict audit trails, model-use boundaries, and informed consent where 
applicable. Until these protections are formalized, the ethical imperative remains 
non-negotiable but straightforward: patient secrets must not become model fodder.

4. Erosion of clinical thinking

“Will LLMs Atrophy My Clinical Skills?”

LLMs provide powerful cognitive support by generating differential diagnoses, 
treatment plans, and documentation in real-time. However, their utility as clinical 
extenders comes with a potential cost: erosion of the clinician’s diagnostic reasoning 
[22, 23]. In primary care, where uncertainty is the norm and presentations often lack 
pathognomonic clarity, cognitive vigilance is critical. The routine deferral of 
foundational clinical thinking to LLMs may gradually displace active clinical 
reasoning with passive acceptance of LLM-generated suggestions.

This hazard is not hypothetical. Analogous phenomena have been documented in 
aviation and radiology, where over-reliance on decision-support systems has led to 
skill degradation – a phenomenon termed “automation bias” [22, 23]. LLMs deliver 
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authoritative, confident-sounding suggestions despite the underlying mechanism 
being purely statistical. In the context of medicine, clinicians exposed to LLMs may 
unconsciously accept well-framed but fundamentally flawed suggestions, even when 
these suggestions conflict with clinical findings and knowledge [22, 23]. This 
anchoring effect is hazardous in primary care, where diagnosis often requires pattern 
recognition over time and contextual inference unavailable to the model.

Moreover, LLMs introduce a cognitive asymmetry: their fluency and confidence 
can mask their underlying lack of understanding. LLMs are text predictors trained to 
mimic coherence, which can obscure the fact that the model lacks an accurate 
understanding or access to patient-specific context [24]. When these outputs are 
accepted uncritically, the clinician risks substituting statistical mimicry for 
mechanistic reasoning.

The implications for medical education are equally concerning. Trainees 
increasingly encounter LLMs as clinical resources, potentially shaping epistemic 
habits that prioritize information retrieval over diagnostic synthesis, thus preventing 
the development of foundational skills [22, 24]. If differential construction becomes 
outsourced, the iterative process of refining diagnostic hypotheses through active 
synthesis, comparison, and testing may atrophy [23, 24]. In this sense, LLMs could 
function not as knowledge extenders but as cognitive substitutes – eroding the very 
competencies they are meant to support.

To mitigate this risk, clinicians must preserve diagnostic authorship. This 
requires deliberate friction in the use of LLM outputs: pausing to question, verify, 
and reinterpret rather than accepting suggestions at face value [24]. Documentation 
generated by LLMs should be treated as a draft – not a diagnostic endpoint – and 
must be critically edited to reflect the physician’s reasoning process [24]. The long- 
term integrity of clinical judgment depends not on resisting technology but on 
integrating it without surrendering cognitive agency.

5. The physician-patient relationship in the LLM era

“Does My Patient Want Me or the Machine?”

Empathy is not ancillary in primary care; it is essential to effective therapy. 
A physician’s ability to engage, actively listen, and emotionally respond to their patient 
is not merely an interpersonal skill but rather a key tenet of effective healing. It 
promotes adherence, reduces diagnostic error, and directly improves clinical 
outcomes. Yet LLMs, now embedded in clinical communication tools, have introduced 
a new variable: simulated empathy [25]. These models generate seemingly 
compassionate responses through syntactically tailored phrases, contextual memory, 
and reflective language [25]. These capabilities raise foundational questions about the 
nature of the therapeutic alliance. If patients feel heard and understood by a model, 
what remains uniquely human in the clinician’s role?

Recent studies have revealed that patients often rate LLM-generated responses as 
more empathetic and easier to understand than those provided by physicians, 
particularly in asynchronous messaging or decision-aid scenarios [26]. This 
observation not only reflects the persuasive fluency of generative text but also 
highlights the system-level limitations – time, emotional fatigue, documentation 
burdens, and volume – that pose significant barriers to sustained real-time human 
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empathy in practice [27]. As a result, AI-mediated empathy can be experienced as 
more consistent, more immediate, and, in some cases, more emotionally validating.

However, the ethical risk lies in the mismatch between emotional resonance and 
actual relational presence that arises from the erosion of relational accountability when 
a physician’s core interpersonal responsibilities are delegated to a computational 
model [26]. LLMs do not possess internal states, moral commitments, or memory 
beyond session context (unless artificially engineered) [27]. Their empathy is 
computationally constructed from learned linguistic patterns rather than being based 
on affective presence. Patients using LLMs may feel heard and emotionally validated, 
while the system’s response is unaware, unfeeling, and uninterested; there is no 
memory continuity beyond the chat encounter [26]. When patients receive 
emotionally resonant messages from a non-sentient model, the resulting relationship is 
asymmetrical and potentially deceptive [25]. This misalignment may erode informed 
consent, especially if the model’s non-human status is unclear.

Further, reliance on LLMs for relational labor may change physician behavior. In 
high-volume practices, LLMs are increasingly proposed as front-line communicators 
for delivering lab results, routine counseling, and even diagnostic explanations [26]. 
Using an LLM as a substitute rather than a supplement may cause physicians to 
offload core obligations – presence, accountability, and moral responsibility – 
resulting in depersonalized care [27]. Delegating these interactions risks narrowing 
the clinician’s role to technical oversight, thereby commodifying what was once 
a core dimension of healing: presence [27].

Physicians must therefore reassert the ethical centrality of relational labor. While 
LLMs can augment communication, they cannot replace the embodied moral 
presence that undergirds trust [25]. Transparency is essential – patients must know 
when they are interacting with a machine. A recent review found that patient trust in 
LLMs was highest when a physician was present, mediating communication, and 
lowest when the LLM was used as a substitute for a human moderator [28]. Thus, 
further proof is provided that the use of LLMs in patient communication should be 
additive, not substitutive: enhancing access or efficiency without replacing the 
bidirectional, meaning-making dialog that defines human care [25, 28].

In this LLM era, the clinician’s role may evolve – but it cannot be reduced. The 
therapeutic value of being known, remembered, and cared for cannot be emulated 
by even the most linguistically adept machine [25].

6. Counseling patients about LLM therapists

“My Patient Is Using LLM as a Therapist - What Now?”

In under-resourced settings, or among patients facing financial, geographic, or 
cultural barriers to mental health care, LLM-based tools are increasingly used as 
informal therapists [29]. Accessible through mobile devices, chat interfaces, or 
integrated health apps, LLMs offer patients a semblance of listening, reflection, and 
even problem-solving [28]. This emergent phenomenon introduces a complex 
ethical terrain for primary care clinicians, who often serve as the default mental 
health providers for their patients.

LLMs can produce therapeutic-sounding responses that emulate techniques from 
cognitive behavioral therapy, motivational interviewing, or psychodynamic 
reflection [29]. Yet, they are not trained mental health professionals, nor are they 
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capable of clinical assessment, emotional attunement, or crisis intervention. LLMs 
create the illusion of professional support when none exists [29]. Patients who rely 
on LLMs for psychological support may unknowingly receive content that is 
unvalidated, non-specific, or even harmful in the context of suicidality, trauma, or 
psychosis [29].

Moreover, these interactions occur outside any formal clinical setting. There is no 
therapeutic contract, no confidentiality in the traditional sense, and no legal or 
ethical framework governing the exchange [16]. Data shared with LLM platforms 
may be stored, monetized, or repurposed without the patient’s awareness [14, 16]. 
Some models lack guardrails to prevent the creation of suggestive or misleading 
statements, especially in emotionally charged contexts. In this way, LLMs can act 
as pseudo-clinicians without bearing any of the fiduciary, legal, or ethical obligations 
of care.

Clinicians must be prepared to acknowledge and address LLM-integrated care 
[30]. They must recognize that patients may seek LLM-based support due to 
accessibility barriers, stigma, or prior negative experiences with traditional 
healthcare. In contrast, others may engage due to a lack of awareness that the tool is 
non-human or unregulated [30]. Validation is essential. Patients should not be 
shamed or dismissed for seeking support where it is available. Physicians should 
assess patients’ perceived benefits and risks associated with LLM usage and, if 
necessary, clarify the scope and limitations of LLM use [30]. Moreover, physicians 
should guide patients to safer alternatives, such as support group networks and 
teletherapy. Another option may be to utilize a mixed-use model, where clinicians 
use LLM as care supplementation for early reflections, while decisions involve face- 
to-face shared decision-making [30]. Most importantly, physicians must engage in 
shared follow-up not only to establish physical presence and build patient rapport 
but also to assess the emotional impacts of LLM use, identify adverse effects of LLM 
usage, and clarify any concerns or questions that may arise from patient use [29, 30].

Ethically, the clinician’s role is twofold: to validate the patient’s pursuit of 
support while clarifying the limitations and potential harms of LLM-based therapy 
[29]. This conversation should be approached with neutrality and framed within the 
broader commitment to safety, privacy, and continuity of care [30]. Where 
appropriate, referrals should be made to qualified human providers, but the clinician 
must recognize that LLM-based support may persist regardless [30]. The goal is not 
to eliminate its use, but to contextualize it – and ensure it occurs within a framework 
of informed awareness. Regardless of whether future LLMs demonstrate high 
diagnostic and therapeutic efficacy, profound ethical issues of trust, liability, and 
human relational presence remain.

7. Conclusion

The integration of large language models into primary care is not a distant 
prospect – it is an active transformation unfolding in clinical practice. These systems 
offer undeniable efficiencies in documentation, diagnostics, and communication 
[31]. Yet, these benefits also introduce profound ethical hazards that are distinctively 
shaped by the nature of frontline medicine, including time constraints, ambiguous 
symptoms, emotional fatigue, and relational continuity dilemmas, which abstract AI 
ethics frameworks do not encounter [15, 20, 32].
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This chapter outlines several emergent hazards, including liability displacement, 
confidentiality risks, cognitive offloading, empathy simulation, and the rise of LLM- 
as-therapist dynamics. Across these domains, one constant remains: the clinician 
is the final ethical filter [25]. Regardless of how persuasive, efficient, or accurate 
LLMs appear, their outputs require physician judgment, skepticism, and 
contextualization [33].

Therefore, ethical practice in the LLM era demands more than technical 
competence [27]. Physicians must remain critical of well-written but potentially 
flawed LLM outputs, vigilant in protecting privacy, and unapologetic in defending 
the relational core of care [27]. Practical skepticism means questioning confident- 
sounding LLM outputs, especially when they conflict with clinical intuition or 
patient-specific context. Accountability must adapt to the growing role of LLMs, 
yet medicine is an inherently human duty that cannot be abdicated to 
a machine [34].

LLMs and generative AI models will continue to evolve, further embedding into 
electronic health records, patient portals, and clinical workflows, reshaping the 
clinical landscape. However, the ethical center of medicine – its accountability, 
empathy, and clinical reasoning – must not be outsourced. In the presence of 
transformative technology, the task is not to retreat but to remain: fully present, fully 
responsible, and fully human. Table 1 summarizes these principles into actionable 
recommendations for clinical practice.

Ethical Domain Core Principle Practical Actions

Liability & Clinical 
Judgment

Maintain diagnostic 
authorship

• Treat LLM outputs as unvalidated suggestions. 
• Pause to question and verify before accepting. 
• Document your reasoning process, not just the LLM 

output. 
• Never delegate final decisions to the LLM.

Confidentiality & 
Trust

Protect patient data 
boundaries

• Use only HIPAA-compliant, on-premises LLM tools 
whenever possible. 

• Avoid inputting identifiable information into cloud- 
based LLMs. 

• Establish clear data governance protocols. 
• Inform patients about the use of LLM and data.

Clinical Reasoning Preserve cognitive 
vigilance

• Use LLMs as a supplement, not a substitute for 
thinking. 

• Deliberately question LLM-generated differentials 
• Edit LLM documentation to reflect your reasoning. 
• Maintain diagnostic skills through active practice.

Physician-Patient 
Relationship

Prioritize authentic 
human connection

• Be transparent about LLM involvement in 
communication. 

• Use LLM to enhance, not replace personal interaction. 
• Preserve time for direct patient engagement. 
• Clarify when patients are interacting with an LLM 

versus a human.

Patient AI Use Validate and guide safely • Ask non-judgmentally about patient LLM use. 
• Clarify limitations and risks of LLM therapy. 
• Provide alternative resources when appropriate. 
• Follow up on the emotional impacts of LLM 

interactions
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Ethical Domain Core Principle Practical Actions

General Principles 
(All Domains)

Core principles for all 
domains

• Transparency: Always disclose LLM involvement to 
patients. 

• Accountability: Physicians remain fully responsible for 
all clinical decisions. 

• Critical Evaluation: Question LLM outputs rather than 
accepting them uncritically. 

• Human-Centered Care: Preserve the relational core of 
medicine 

• Continuous Learning: Stay informed about LLM 
capabilities and limitations.

Table 1. 
Key ethical recommendations for LLM use in primary care. 
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